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https://webfoundation.org/2015/06/social-media-research-privacy-consent-and-an-invitation-to-participate- in-a-ground-breaking-research-study/

• Permission granted

• Benefits and risks

• “Full” knowledge of “possible” consequences 

• Complete disclosure to make decision 

knowledgeably and with autonomy

             

               
Informed Consent

• Disclosure of personal information

• Access to DNA

• Coercion

• Vulnerable people and populations

• Inherent biases

• One person’s good intentions can be 
another’s intrusion

• Distrust

• … https://theconversation.com/not-big-brother-but-close-a-surveillance-expert-

explains-some-of-the-ways-were-all-being-watched-all-the-time-194917

Privacy Concerns
Forensic Science, Criminal Investigation and 

Judicial Proceedings Context
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• Respect, Beneficence, Justice

• Information, Comprehension, Voluntary Participation

• Do no harm, treat fairly and equally, autonomy, no coercion

Informed Consent

• Motivated to revisit due to advances in genomic capabilities

• Risk/Benefits

• Are past practices concomitant with capabilities and risks?

• Are they commensurate with today’s expectations?

Informed Consent

• Research

• Reference samples from family members in missing persons or unidentified 
human remains cases

• Targeted analysis of an individual(s) during forensic genetic genealogy (FGG) 
cases to reduce an investigative burden

• Donors who provide their samples for validation studies (to include population 
studies and entry into databases that would be applied to forensic statistical 
calculations) to support implementation of procedures and operations of the 
forensic laboratory

• Family members that may contribute samples or obtain genetic 
information from a molecular autopsy

– Balance between confidentiality and do no harm

Informed Consent
Forensic Situations
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• Samples obtained from other sources

– Blood cards, medical samples, legally obtained samples

• Third party usage

• Populating databases 

– e.g., YHRD, EMPOP

– Searching other government database (e.g., missing persons 

identification)

• “Contamination Control” databases

• …

Informed Consent
Forensic Situations

• Purpose for collection of samples

• Process to analyze the samples (to include type of data)

• Benefits (to donor, target, family, community, etc. as applicable

• Risks (to donor, target, family, community, etc. as applicable)

• Access to data/reports by the donor

• Sample disposition

• Removal of data process (i.e., expungement)

• Process to ask questions/assessment of comprehension

• Follow up processes

• Voluntary, signed, and dated consent 

Informed Consent Process

Genetic Markers/ Computational Power

• Autosomal STRs

• Y chromosome STRs

• X chromosome STRs

• Mitochondrial DNA

• SNPs (particularly large panels)

• Online data analyses
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General Privacy Concepts

For Best Practcies

1. The risk and under what circumstances the risk may occur

2. The consequences should the risk occur

3. The likelihood of the consequences to occur

4. Processes or mechanisms are in place or need to be put in place to 
control or minimize the risk

• Part of a good quality assurance program to address root cause analysis, 
corrective action and preventive action

• Consider a probability/consequence matrix method 
to assess the overall severity of the contributing 
factors to each potential risk 

https://www.itprotoday.com/compliance-and-risk-management/what-it-risk-management

Risk Assessment

General Security Measures

to Mitigate Risk
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• Benefits 

• Risks

• Vulnerable

• Population, community, individual, situational, transient

• Informed

• Putting yourself in the subject’s position

• Proportionality

Informed Consent

• For the subject, family(ies), community(ies)

• For the research and researcher

• For the laboratory, other agencies, government

• Better design of the project

• Better outcome of the project

• Inclusivity

• Overcoming inequality

• Quality of life

• Doing the “right” thing

• It may take more effort, but the end result will 
protect all, provide dignity and respect, and 
ensure use of invaluable data collected!

Importance of Informed Consent
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